BASTION

PROPERTY GROUP

Privacy Policy

Bastion Property Group

This privacy policy applies to the collection, storage, use and disclosure of personal information by Terra
Nova Canberra Pty Ltd t/as Bastion Property Group (ABN 25 646 669 598) (‘we’, ‘us’, ‘Bastion Property
Group’ and ‘BPG’).

We are committed to protecting your privacy by dealing with your personal information in a manner
consistent with the Privacy Act 1988 (the Act) and the Australian Privacy Principles (APPs). You are not
required to provide us with your personal information. However, if you do not provide us with the
personal information we request, we may not be able to provide you with some or all of the services
which you have requested or would otherwise be provided in the ordinary course of business.

You acknowledge that by doing business with us, visiting our website or giving us your personal
information you agree to your personal information being dealt with as set out in this Privacy Policy.

You acknowledge that we may revise this Privacy Policy or any part of it at our discretion. Please review
this Policy periodically for changes at https://www.bastionpropertygroup.com.au/privacy-policy/.

By engaging in any of the activities listed in paragraph 2.1 (below) after we have revised our Privacy
Policy, including visiting our website or doing business with us, you consent to any revisions we may have
made. If you are unable to obtain an updated version of this Privacy Policy for any reason, you can obtain
a copy by contacting our Privacy Officer.

1. PERSONAL INFORMATION WE COLLECT
1.1 The personal information we collect and hold includes:
(a) names, addresses, phone numbers, e-mails and other contact details;
(b) photo identification, which may include your drivers’ licence or passport, and any

information contained in that identification;



2.1

(c)

(d)

(e)

(f)

(8)

(h)

(i)

i)

(k)

()

information incidental to our management of a property, including (but not limited to)
personal information contained in photographs, notations, inspection reports,
maintenance reports.

any information connected to your online account where you use an online platform
(such as Facebook or a property listing website) to contact us;

occupation details, employment references and history, rental references and history;

bank statements, account details, and any information relating to remuneration or
currency of employment such as contracts, payslips and letters of reference;

insurance information including insurer contact details, policy numbers and holder
information, certificates of currency and copies of insurance policies where applicable;

payment details, credit information and financial information, repayment information,
identification information, type and amount of credit, default information, insolvency
information, information relating to court proceedings and credit infringements, and
other personal information about credit worthiness such as credit ratings;

information about staff, directors and employees including information as required in
the normal course of human resource management and the operation of a business
defined in the Act as “employee records”;

information about current and previous clients and suppliers or contractors with whom
BPG has dealings;

title documents held in respect of real property, including title searches, lease
conveyancing enquiries and any information which may be reasonably expected to
appear in a contract for the sale of property; and

any information contained in strata or owners corporation documents, including
certificates issued under section 119 of the Unit Titles (Management) Act 2011.

HOW WE COLLECT AND HOLD PERSONAL INFORMATION

We generally collect personal information directly from you when you:

(a)

(b)

(c)

(d)

(e)

are an owner who engages us to sell, buy or otherwise provide services in respect of a
property such as valuation;

apply for a tenancy in a property or unit plan that we are engaged to manage, or are
the landlord or tenant during our subsequent management of any property;

provide a service to BPG (for example, where you provide us with a quote) or receive
a service from BPG (for example as a result of you attending an exhibition, meeting,
interview or telephone call);

apply for employment with us (including obtaining information from your references,
recruiter, previous employers and any other background checks we deem appropriate);

contact us or engage with us through our website, our social media or property listing
platforms; or
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3.1

3.2

(f) view our website or take specific actions on our website, noting that we may use
Google Analytics software or other monitoring programs to track user engagement;

We may also collect information about you from third parties or other sources.

If you provide information about a third party, you agree that you have that person’s consent to
provide that information for the purpose for which you provide it to BPG. You agree that you
have either provided the third party with a copy of this policy or have advised them of where it
may be found and accessed.

If we receive unsolicited personal information about you that:

(a) we have not requested; and,

(b) we could not have obtained that information lawfully if we had requested it;
then we will destroy or de-identify that information.

PURPOSE OF COLLECTION AND DISCLOSURE

BPG collects personal information:

(a) so that we can provide you with BPG’s services that you have requested;

(b) to enable us to conduct our business or meet legal and regulatory requirements;

(c) for the employment, recruitment or training of BPG staff or contractors;

(d) for marketing or the development of promotional materials;

(e) to advise you on the services that you may receive from us in the future including

upcoming properties for sale or rent; or

(f) where it may assist us in improving the products and services we provide or in
responding to your enquiries or feedback.

We may disclose, and you consent to us disclosing, your personal information to third parties
where:

(a) we engage third parties to provide a service, assist us or to act on our behalf (for
example, for managing databases, banking, marketing and research, or undertaking
property maintenance);

(b) you have expressly authorised us to do so;

(c) the third party is a business partner, joint venturer or person we have engaged to act
on our behalf as agent or contractor;

(d) we do so as part of retaining legal, financial or other professional advice;
(e) the disclosure is required to affect any transaction where we act as your agent;

(f) we do so as part of advertising the sale of part or all of our business;
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(g) we do so in the course of selling part or all of our business; or
(h) we are required to do so by law;

You consent to any disclosure we may make to a related entity. Where such disclosure occurs
your personal information will be dealt with in accordance with this Privacy Policy, the APPs
and the Act.

We may use or disclose your personal information to provide you with marketing materials or
other information related to BPG’s services that we consider may be of interest to you. You may
opt out of our marketing and promotional material at any time by:

(a) Contacting our Privacy Officer and requesting that you no longer receive marketing or
promotional material; or

(b) unsubscribing, where applicable, by selecting an option at the end of our
correspondence with you.

SENSITIVE INFORMATION

To the extent that we hold sensitive information, we will only use it for the purpose for which it
was collected or a related purpose in accordance with the Act, or otherwise where you give your
consent to the use or disclosure for another purpose. Sensitive information is defined in the Act
as including (but not limited to) information about racial or ethnic origin; political opinions;
membership of a political association; religious beliefs or affiliations; philosophical beliefs;
membership of a professional or trade association; membership of a trade union; sexual
preferences or practices; or criminal record.

DISCLOSURE OVERSEAS

You consent to the disclosure of your personal information to overseas recipients where we have
engaged them to assist us in the ordinary course of our business in the following jurisdictions:
the Philippines.

Where reasonably practicable, we encourage any overseas recipients of your personal
information to comply with this Policy, the APPs and the Act.

You agree that if we disclose your personal information to overseas recipients that we are no
longer required to ensure that the recipients of your personal information comply with this
Policy, the APPs and the Act. You consent on the basis that we will not be liable to you for (and
you release us in respect of) any breaches of Australian privacy legislation by overseas recipients.

SECURITY MEASURES

We may store your information in hard copy or electronic format and may do so in facilities
owned and operated by third parties contracted by us to provide that service. We implement a
number of technical and organisational methods to protect your personal information and
prevent unauthorised disclosure, misuse, loss, authorised access or modification. Such measures
include:

(a) physical locks and alarms on the premises;
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8.2
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(b) passwords;

(c) multi-factor authentication;

(d) anti-virus programs;

(e) engaging IT providers to ensure anti-virus, data back-ups and data security services.
(f) administration permissions on electronic files; and

(g) data security employee training

Where we are no longer required to keep your personal information by law and it is not
necessary for us to retain it for the purposes outlined in paragraph 3, we will ensure that it is de-
identified or destroyed.

ACCESS AND CORRECTION

If we hold your personal information, you may request access to that information by contacting
us free of charge. Any such request must be made to our Privacy Officer (details below).

If we deny your request, we will inform you of the basis for the denial, including where we are
permitted by law to deny your request on the basis that the providing access to your information
would not be practicable or reasonable. We will otherwise provide you with full access to your
information where it is required by law.

We will provide you with access to your information in the manner you request it where it is
reasonable and practicable for us to do so. We reserve the right to charge a reasonable fee where
we do provide access.

If you believe that information we hold about you is incorrect or incomplete you may request
that we correct your information by contacting our Privacy Officer. Where we do not consider
that correction is necessary, we are not required to update your information and will give you a
written notice setting out our reasons.

We will deal with any requests for access or correction within a reasonable period of time.
COMPLAINTS

If you have a complaint in relation to the collection, storage, use or disclosure of your personal
information please contact our Privacy Officer with the details of your complaint, as well as any
supporting evidence.

We will review all complaints, and our Privacy Officer will respond as soon as practicable.

If you are unsatisfied with our response, you may make a complaint to the Australian Privacy
Commissioner at https://www.oaic.gov.au/.

AUTOMATED DECISION-MAKING SYSTEMS

We use automated decision-making systems in the form of automatic email notices which may
be sent to a tenant in arrears of their rent payments. We may use these systems solely by the
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operation of computer programs or in conjunction with decisions made and reviewed by natural
persons.

Our automated-decision-making systems use the following personal information:
(a) name, address and contact information;

(b) the terms of the relevant instrument requiring payment, including the terms of a
residential tenancies agreement; and

(c) financial information relating to the non-payment of rent or other amounts.

The kinds of decisions made solely by the operation of our automated decision-making system
include: whether, when and to whom arrears notices should be sent.

GOVERNMENT IDENTIFIERS

BPG does not use, disclose or store government related identifiers except as required or
permitted by law. We may use or disclose a government related identifier where it is reasonably
necessary to verify your identity for the purpose of BPG’s activities or functions.

ANONYMITY

You may request that you deal with us anonymously or by a pseudonym. However, we reserve
the right not to provide you with part or all of our services where your anonymity makes the
provision of those services impractical or as required by law.

CONTACT INFORMATION

Roxanne Pickering, Privacy Officer. hello@bastionpg.com.au Phone: 02 6176 3426




